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The Glossary of Job Descriptions for Technology covers a variety of positions in areas ranging 
from applications development to help desk and technical support. Information in this booklet 
is derived from the thousands of permanent and contract placements made through Robert 
Half Technology and the market knowledge of our recruitment consultants. The Glossary 
also includes a section on the Value of certifications to help candidates navigate the various 
certifications available for specific job categories within the technology field. In the years 
ahead, organisations are likely to place even more value on certifications as a means of 
differentiating top candidates.

Although the Glossary provides an overview of typical responsibilities and skill requirements, 
variations do occur based on company size, industry, local employment conditions and other 
factors. for more information, please contact our consultants. 

Job descriptions help organizations clearly identify key criteria for positions within a company. 
They also make the cV screening, interview and selection stages more efficient. by clearly 
defining the requirements for a job opening, hiring managers can better determine the ideal 
person for the role.

Well-written job descriptions also help job-hunters understand the expectations of the 
position and enable them to compare their skills with those needed to be effective in the 
role. Many companies post job descriptions online when recruiting for an open position. This 
is an opportunity for applicants to customise their cVs and cover letters according to the 
requirements of the job. candidates who tailor their job search materials to the needs of 
prospective employers have a better chance of making it through the initial screening process.

A well-executed job description accomplishes the following objectives:

•	 Gives candidates a clear idea of what to expect and helps to deter those who  
 are unqualified for the job from applying

•	 Helps the hiring manager decide on a competitive pay range based on market  
 value for the various responsibilities of the position

•	 serves as a tool for setting expectations and establishing objective measures  
 for performance appraisals

•	 Provides a preliminary idea of how easy or difficult it will be to find someone  
 to fill the opening

The following categories represent a basic template of what a typical job description  
might include and the specific information it should convey:

• position title – the full title of the job and, if possible, the title of the person to  
 whom the candidate will report

• general description – two to three sentences outlining the position’s overall  
 responsibilities

• Key responsibilities – the specific tasks the applicant will be asked to carry out daily

• skills and attributes – the hiring criteria that will be used to evaluate candidates,  
 such as skills, experience, knowledge or traits required to perform the job

• educational requirements – any degrees, licensing, certification or training that  
 a candidate must have in order to be eligible for the position

The more time spent developing an accurate and detailed job description, the more likely  
the hiring process will produce positive results.

AbouT THe Glossary THe IMPoRTAnce of  
Job DescRIPTIons
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leADeRsHIP

chief information officer (cio)

cIos need broad knowledge of all aspects of IT. They must have strong analytical, strategic-planning 
and communication skills. The ability to collaborate effectively with other senior managers to 
define, articulate and champion the ways in which technology requirements relate to the firm’s 
business is critical. A bachelor’s degree in computer science, information systems or a related 
area is expected, and a master’s degree is often required by employers. cIos typically have at 
least 10 years of managerial experience in IT, though larger firms may require more.

typical duties include:

•	 Developing and directing the firm’s overall IT strategy

•	 Working closely with other senior management, including the chief executive  
 officer, chief technology officer, chief operations officer and chief financial officer,  
 to coordinate data systems policies and procedures

•	 Providing vision and leadership in all aspects of IT management and operations

•	 Approving all major system hardware and software purchasing decisions

chief technology officer (cto)

cTo candidates require in-depth knowledge of all aspects of a firm’s data technology 
infrastructure. They also need the tactical managerial skills to lead the IT department in 
attaining the company’s current and future technology goals. They typically have a degree 
in computer science or a related field and at least seven to 10 years of experience in IT 
management. In larger companies, the cTo may report to a chief information officer or a chief 
operating officer. candidates need excellent interpersonal and problem-solving skills as well 
as the ability to plan and execute projects within time and budget constraints. 

typical duties include:

•	 setting the firm’s overall technology standards and practices

•	 Making recommendations as well as explaining technology solutions to senior  
 management through presentations and advocacy

•	 Managing the implementation of data systems and monitoring their effectiveness  
 in meeting business unit needs

•	 leading and managing a staff of direct reports in functional  
 areas such as systems operations, lAn/WAn architecture, and hardware  
 and software support 

chief security officer (cso)

csos need extensive experience in the field of information security as well as state-of-the-art 
knowledge of this rapidly evolving and critical business function. employers look for a 
minimum of a bachelor’s degree in information systems or a related field as well as 10 or 
more years of experience with a focus on information security, compliance and privacy. 
The position requires excellent judgement and outstanding planning abilities to create and 
maintain complex security systems. compliance and security-focused certifications are 
required.

typical duties include:

•	 Managing enterprise-wide security policies and systems

•	 Developing, implementing and monitoring long-term information security  
 and privacy strategy

•	 ensuring the firm meets all mandated security and compliance standards

•	 coordinating work with all vendors, contractors and consultants to maintain  

 and enhance data security

director of information technology

The director of information technology position requires a proven track record of leadership 
in technology management, including excellent communication, analytical and organisational 
skills. A bachelor’s degree in computer science or a related field and five to 10 years 
of increasing responsibility are typical requirements. strategic planning and tactical 
implementation are important attributes for this position as well.

typical duties include:

•	 Managing the tactical, overall operations of the IT department 

•	 Working with the firm’s senior IT team to help plan and coordinate both short-  
 and long-term systems strategy and implementation 

•	 liaising between non-technical business units and IT, communicating  
 technical information and plans 

•	 overseeing the department’s hiring, promotion and review processes
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development Manager

candidates seeking a manager of applications development position need a thorough 
technical background combined with outstanding managerial and leadership talents. They 
must have strong oral and written communication skills, project management experience and 
proven abilities to facilitate multidisciplinary project teams in accomplishing strategic goals. 
employers look for a bachelor’s degree in computer science, information systems, engineering 
or related fields. Depending on the size of the department, the company may look for five to 
10 or more years of combined development and managerial experience.

typical duties include:

•	 Assuming overall management responsibility for all aspects of the applications  
 development department and its staff

•	 Planning, coordinating and monitoring the progress of development projects to  
 ensure their ongoing alignment with business goals

•	 Hiring, training, motivating and evaluating staff

senior IT management, reporting on the status of current projects, identifying   
issues and assessing their effect, and proactively recommending solutions 

information technology Manager

Information technology managers need a technical background as well as business acumen 
and people management skills. because they direct the work of other employees, these 
individuals require strong interpersonal and communication abilities. Analytical thinking is also 
very important as this position often involves problem solving and process development. In 
addition, a strong customer-service orientation is a must as information technology managers 
often serve as the final escalation point for high-visibility troubleshooting. employers look for a 
bachelor’s degree in an IT-related field plus at least five years of experience with the specific 
types of business systems, hardware and networking services used by the firm. Demonstrated 
leadership also is required.

typical duties include:

•	 Analysing workflow, delegating projects and meeting departmental goals

•	 Developing and monitoring performance standards

•	 Providing input on hiring decisions for technical staff

•	 Implementing and monitoring new projects

•	 Managing performance of, and delegating projects, to team members

project Manager

Project managers must have demonstrable knowledge and experience with project 
management methodologies to work with intricate, multifaceted projects. They need superb 
communication and interpersonal skills to collaborate with the development team and 
make project presentations. employers look for a bachelor’s degree in an IT- or business-
related field, as well as a background in applications development and five or more years of 
experience managing complex projects. Project management certifications, such as those 
from PMI (Project Management Institute), also are highly recommended.

 typical duties include:

•	 Managing overall coordination of IT applications development projects,  
 from planning through implementation

•	 setting project scope, priorities, deadlines and deliverable schedules

•	 facilitating discussions and consensus among project stakeholders such as  
 analysts, applications programmers and clients

•	 Managing and monitoring project budgets and expenditures

APPlIcATIons DeVeloPMenTleADeRsHIP
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systems analyst

candidates for a systems analyst position must be excellent analytical thinkers and 
problem solvers, as well as effective communicators. They need a broad understanding of, 
and experience working with, hardware and software systems, including their installation, 
maintenance and life cycles. employers look for a minimum of a bachelor’s degree in 
information systems, computer science or a similar field, along with five or more years of 
experience working with specific applications and/or operating systems.

 typical duties include:

•	 Analysing systems hardware and software problems and developing  
 technical solutions

•	 Translating user and/or systems requirements into functional technical   
 specifications

•	 Writing and maintaining detailed systems documentation, including user  
 manuals and technical manuals

•	 liasing between developers and end users to ensure technical compatibility and  
 satisfaction

applications architect

Applications architects require a high level of technical expertise combined with excellent 
planning, coordination and communication skills, as well as the ability to work in teams. 
Practitioners must have experience with relevant development tools and specific application 
and system architecture, in addition to a strong understanding of object-oriented design. A 
bachelor’s degree in computer science or information systems is normally required, and a 
master’s degree is highly desirable. employers seek a minimum of eight years of related work 
experience and often look for specific software skills such as Asynchronous Javascript and 
XMl (AJAX), c#/c++ and linux/Apache/MysQl/Perl/PHP/Python (lAMP). expertise in 
the design, development and deployment of enterprise-level n-tier architecture in a Microsoft 
.neT or Java enterprise edition framework often is required.

 typical duties include:

•	 Designing major aspects of the architecture of an application, including   
 components such as user interface, middleware and infrastructure

•	 Providing technical leadership to the applications development team

•	 Performing design and code reviews

•	 ensuring that uniform enterprise-wide application design standards are maintained

•	 collaborating with other stakeholders to ensure architecture is aligned with  
 business requirements

business systems analyst

business systems analysts should have a solid understanding of business functional areas, 
business management issues and data analysis. exceptional written and oral communication 
abilities are required. leadership, initiative and advanced computer skills, including 
programming experience, also are integral. employers often seek at least a bachelor’s degree 
and several years of computer applications and business experience. for more technically 
challenging positions involving complex business systems, a master’s degree with a specialism 
in information systems may be required.

 typical duties include:

•	 Analysing complex business problems and assessing how automated systems  
 can be implemented to solve them

•	 formulating and defining the objectives and scope of business systems

•	 Gathering data and analysing business and user needs in consultation with  
 both business managers and end users

•	 Providing IT support for regulatory and compliance activities 

•	 Recommending hardware and software procurement to support business goals

customer relationship Management (crM) business analyst

employers seek cRM business analysts with proven analytical and problem-solving 
capabilities, as well as extensive technical and functional experience with specific cRM 
systems. because cRM business analysts liaise between IT and business groups, strong 
interpersonal and communication skills are essential. employers also may require a demonstrable 
understanding of sales, marketing and other business processes. cRM business analysts must 
be able to anticipate the organisational effect of process changes. A bachelor’s degree in a 
computer- or business-related discipline is typically required, as is thorough knowledge of the 
employer’s existing cRM applications.

typical duties include:

•	 Translating business requirements into user and functional requirements

•	 conducting root cause analysis in support of process improvements

•	 Planning, conducting and directing the analysis of complex business issues to be  
 solved with process changes and information systems

•	 Working closely with business users to resolve ongoing functional issues

APPlIcATIons   DeVeloPMenT
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customer relationship Management (crM) technical developer

candidates for cRM technical developer positions must be able to work creatively and 
analytically in a problem-solving environment to develop, enhance and maintain cRM 
solutions. They also need strong interpersonal and communication skills to collaborate 
effectively with business analysts, developers and other stakeholders. A bachelor’s degree in a 
computer-related field is typically required. specific programming and technical requirements 
vary widely by position, but generally emphasise multiple years of development experience 
with the employer’s existing cRM solutions (e.g., oracle, Microsoft, sAP).

typical duties include:

•	 Programming and documenting cRM solutions

•	 Preparing code reviews and documenting development and testing

•	 Working with other IT teams to ensure that appropriate infrastructure, policies and  
 procedures are in place to support the custom application environment

•	 Providing technical application support to business, quality assurance and end-user  

 support teams

developer/programmer analyst

Developer/programmer analysts must have strong analytical and problem-solving capabilities. 
They must understand and conceptualise applications from both a technical/programming 
perspective and a business point of view. because they deal with both technical personnel and 
business managers/administrators, as well as participate on project teams, they need strong 
interpersonal and communication skills. excellent programming abilities in common languages 
and frameworks such as c#/c++, Java enterprise edition/AJAX and Microsoft .neT are 
needed for the coding aspects of the position. Most employers look for at least a bachelor’s 
degree in computer science, information science or management information systems, and 
relevant job experience. 

 typical duties include:

•	 Analysing business application requirements for functional areas such  
 as finance, manufacturing, marketing or human resources

•	 Writing code, testing and debugging software applications

•	 Recommending system changes and enhancements

•	 Documenting software specifications and training users 

enterprise resource planning (erp) business analyst

for eRP business analyst positions, employers seek candidates with a demonstrable ability 
to translate business requirements into eRP solutions. because eRP business analysts work 
closely with colleagues in technical and business departments, strong interpersonal and 
communication skills are essential. Project management experience may also be required. 
specific technical requirements vary by employer, but strong technical and functional 
knowledge of the employer’s preferred eRP solutions is a must. candidates should also have a 
thorough understanding of business processes, as well as an IT- or business-related bachelor’s 
degree.

typical duties include:

•	 Analysing and defining eRP systems, functions, and business process and  
 user needs

•	 Performing functional configuration and maintenance for eRP systems based on  
 changing operational and business needs

•	 Researching transactional issues, identifying root causes and driving resolutions

•	 creating documentation such as policies, procedures, workflows and user guides

enterprise resource planning (erp) technical/functional analyst

candidates for eRP technical/functional analyst positions must be able to analyse complex 
processes, identify areas for improvement and recommend solutions. In addition to technical 
and functional eRP expertise, employers seek strong written and verbal communication skills 
and the ability to interact productively with business users. A bachelor’s degree in a computer-
related field is typically required. Additional technical requirements vary by position, but 
typically include several years experience working closely with the employer’s preferred eRP 
solutions. 

typical duties include:

•	 completing technical service requests and providing continuous business  
 application support for eRP software and legacy systems

•	 Helping to define, analyse, develop, implement and document new systems,  
 customised programs and databases to meet business needs

•	 Helping to upgrade and implement eRP software

•	 Assisting application owners in developing test scripts, policies and procedures

APPlIcATIons   DeVeloPMenT
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enterprise resource planning (erp) technical developer

eRP technical developers must be able to quickly identify and analyse technical problems in 
eRP applications, assess their potential effects, and help design solutions. employers typically 
seek candidates with experience of implementing eRP systems over multiple life cycles, as 
well as the ability to work with business teams to support their requirements. A bachelor’s 
degree in a technical or business-related field, or equivalent experience, is generally required. 
Technical requirements vary, but often include in-depth knowledge of the employer’s existing 
eRP solutions and related applications.

typical duties include:

•	 Performing analysis, design, coding, data migration and testing for eRP production  
 and development environments

•	 Implementing eRP enhancements to support changes in business processes

•	 Providing eRP application break-fix support

•	 Working with various business teams to gather requirements and support business

lead applications developer

candidates for lead applications developer positions need a solid background in applications 
programming and experience leading a technical team. employers look for a bachelor’s 
degree in computer science or a related field along with three to five or more years of 
experience in technologies such as Visual basic .neT, PHP, c#/c++ and Microsoft .neT 
framework development. In addition, individuals need several years of proven success as a 
team leader, as this role requires directing and motivating co-workers and working closely with 
other managers while multitasking and prioritising resource needs.

 typical duties include:

•	 leading a development team in the design, development, coding, testing and  
 debugging of applications

•	 coordinating the effective use of the development team’s time and ensuring  
 efficient communication between team members and other IT functional areas

•	 Providing feedback and suggestions for process and product improvement

•	 Acting as a technical mentor and advisor for the development team

technical author

Technical writers must possess the ability to communicate complex information clearly and 
concisely. They need excellent interpersonal skills to elicit detailed facts from subject-matter 
experts (for example, applications developers), in addition to advanced writing and editing 
skills. Technical writers also need to be adept in document creation using applications such as 
Adobe frameMaker, RoboHelp and Acrobat, and Microsoft Word and PowerPoint. employers’ 
requirements vary depending on the complexity of documentation needed but usually include 
a bachelor’s degree in english, journalism or information sciences, plus several years of 
experience in a technical setting.

 typical duties include:

•	 Documenting the specifications, design, features and operation of applications

•	 Writing and editing user manuals, help systems and other technical documents

•	 Designing and formatting documents using document creation software

•	 Interviewing applications developers and other technical resource personnel  
 to ensure the accuracy of all information presented

APPlIcATIons   DeVeloPMenT
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director

Director-level positions, typically found in a consulting services environment, assume a 
senior-level management role. As a result, this position requires a seasoned professional 
with outstanding judgement as well as leadership, interpersonal and communication skills. It 
also calls for strategic thinking, for decision-making authority, and taking formal responsibility 
for meeting business-unit goals. candidates need strong project management experience 
and the ability to monitor and manage multiple initiatives concurrently, as well as excellent 
staff management skills. employers often seek a master’s degree, such as an MbA or other 
relevant graduate degree. In addition, 10 to 15 years of significant business experience, 
including leadership positions in consulting and project management, are typically required.

 typical duties include:

•	 establishing and maintaining relations with clients’ senior-level managers

•	 Developing overall practice strategy, tactics and goals 

•	 Managing the consulting staff, including headcount, final hiring and firing  
 decisions, and staff development and mentoring

•	 Performing engagement analysis and making recommendations and presentations  
 to the consulting firm’s senior management on new business opportunities and  
 expansion of the firm’s consulting practice and client base

•	 Working with third-party vendors

practice Manager

The practice manager position requires extensive IT experience combined with outstanding 
leadership, communication, presentation, customer service, analytical and project 
management skills. Individuals must possess excellent business and financial savvy, as well 
as experience with resource allocation and profit-and-loss management. As a minimum, a 
bachelor’s degree in business or an IT-related field is required, while an advanced degree 
may be preferred. employers typically look for 10 years of IT industry experience with at least 
five years in a technical consulting management role. candidates also must be willing to 
travel.

 typical duties include:

•	 Developing project scope, goals and strategic plans for delivering company  
 products and services to clients

•	 Managing, recruiting, evaluating and mentoring a team of project managers  
 and consultants

•	 Managing and meeting engagement booking and revenue targets

•	 Identifying, developing and managing client relations, in addition to meeting  
 with client management for project support and presentations

•	 Working with third-party vendors 

project Manager/senior consultant

Project managers/senior consultants need a combination of subject-matter expertise and 
project management skills. They must possess excellent communication, interpersonal and 
team leadership abilities, as well as the capacity to work with cross-functional teams to 
accomplish overall project goals. employers seek at least a bachelor’s degree (a master’s 
may be preferred) in computer science, management or an IT-related discipline; specific 
consulting subject-matter expertise; and at least five years of experience managing projects 
from inception to completion. A project management certification is strongly preferred.  

 typical duties include:

•	 Developing and managing project specifications, technical design  
 and requirements

•	 setting project timelines, milestones and deadlines

•	 coordinating work with cross-functional team leaders and monitoring  
 and reporting on project status

•	 Assigning tasks to staff consultants and supervising work

staff consultant

candidates for a staff consultant position need excellent analytical, problem-solving, customer 
relations and communication skills, along with the ability to work well in a team. They must 
have industry-specific expertise as well as project-oriented IT experience. A minimum of a 
bachelor’s degree in computer science, business or a field related to the area of consulting 
is expected. several years of business experience plus two or more years of consulting 
experience – including full-cycle project implementation – are typical requirements. extensive 
travel may be required.

 typical duties include:

•	 Assisting with project planning and requirement specifications

•	 Developing prototypes and alternatives with other team members

•	 executing and delivering projects within time and budget constraints 

•	 understanding client needs and developing and maintaining excellent client  
 relations 

consulTInG AnD  
sysTeMs InTeGRATIon
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senior it auditor 

senior IT auditors are responsible for developing and managing complex audits of an 
organisation’s information systems. They must have in-depth knowledge of business 
processes as well as process controls and risks, and understand how these relate to relevant 
IT audit procedures. These professionals have experience working with a variety of technology 
platforms and must be familiar with performing network, web, database and technical audits. 
These positions commonly require a bachelor’s degree (a master’s degree may be preferred) 
in computer science, information systems, business or a related field and an average of five 
years’ relevant experience in IT auditing. A certified Information systems Auditor (cIsA), 
certified Information security Manager (cIsM) or similar designation is strongly preferred.

 typical duties include:

•	 establishing objectives and procedures for audit review of computer systems 

•	 Developing and implementing testing and evaluation plans for IT systems and  
 controls to gauge conformity with industry standards of efficiency, accuracy and  
 security 

•	 Presenting written findings and recommendations to senior management

•	 Providing independent verification applicable sarbanes-oxley, Vbasel II, 
 Insolvency II compliance and similar regulations

it auditor

IT auditors must have broad knowledge of the technical infrastructure and architecture of 
computer systems as well as exposure to a variety of platforms such as operating systems, 
networks, databases and enterprise resource planning (eRP) systems. These professionals 
must possess excellent interpersonal skills, including communication, presentation and 
leadership abilities. employers typically seek at least a bachelor’s degree (a master’s degree 
may be preferred) in computer science, information systems, business administration, finance 
or a similar field. A certified Information systems Auditor (cIsA) accreditation also may be 
required.

 typical duties include:

•	 Testing and evaluating IT systems and controls for conformity with industry  
 standards of efficiency, accuracy and security

•	 Providing independent verification of compliance with statutory requirements  
 and similar regulations

•	 Recommending for systems operations and process improvement

•	 Developing risk-based audit plans

database Manager

Database managers must have an in-depth understanding of all aspects of database 
technology. employers generally look for applicants with at least a bachelor’s degree and 
five years of experience in an oracle, Microsoft sQl server, IbM Db2 or similar environment, 
along with several years’ experience in a technical management position. Database 
managers need to be creative, analytical thinkers who can not only lead a team of database 
professionals, but also effectively communicate, plan information system strategy and 
present to senior IT managers.

typical duties include:

•	 Maintaining and supporting a company’s database environment

•	 Providing input to a chief technology officer or chief information officer  
 regarding company data standards and practices

•	 Developing and managing departmental budgets

•	 Making personnel decisions and work assignments

•	 Managing capacity planning, disaster recovery and performance analysis

database developer

Database developers need a thorough understanding of relational database theory and 
practice. They must be analytical and adept at problem solving. They should also be good 
communicators. A bachelor’s degree in computer science or a related field often is sought, 
although database experience can be substituted with some employers. familiarity and 
experience with major enterprise database programs such as Microsoft sQl server, oracle or 
IbM are essential, and professional certification (Microsoft certified Database Administrator or 
oracle 10g Database Administrator certified Professional, for example) in these programs is 
a plus. since many web applications now use databases, experience in Internet technologies 
also is valuable.

 typical duties include:

•	 Developing database objects and structures for data storage, retrieval  
 and reporting according to project specifications

•	 Implementing and testing database design and functionality, and tuning  
 for performance

•	 Providing support to database administrators and interfacing with business  
 users to ensure the database satisfies business requirements

•	 Designing and developing back-end database interfaces to web and  
 e-commerce applications 

DATA/DATAbAse  
ADMInIsTRATIon

consulTInG AnD  
sysTeMs InTeGRATIon



   17   •   robert half technology      glossary of job descriptions for technology   •   18

database administrator

candidates for the database administrator role need a strong technical foundation in database 
structure, configuration, installation and practice. employers seek individuals with knowledge 
and experience in major relational database languages and applications such as Microsoft 
sQl server, oracle and IbM Db2. At least two years of post-secondary education is typically 
required. Professional certifications from Microsoft, oracle and others are also valuable. 
effective database administrators must have keen attention to detail, a strong customer-
service orientation and the ability to work as part of a team.

 typical duties include:

•	 Managing, monitoring and maintaining company databases

•	 Making requested changes, updates and modifications to database  
 structure and data

•	 ensuring database integrity, stability and system availability

•	 Maintaining database backup and recovery infrastructure

data analyst/report Writer

strong analytical, quantitative and problem-solving abilities are required for this position, along 
with thorough knowledge of relational database theory and practice. employers look for a 
bachelor’s degree in computer science, information systems or a related field, plus several 
years of experience working with major database platforms such as Microsoft sQl server, 
oracle and IbM Db2. In addition, excellent communication skills and the ability to work both 
independently and collaboratively with data systems teams is required.

 typical duties include:

•	 Analysing complex data systems and documenting data elements, data flow,  
 relationships and dependencies

•	 Developing automated and reusable routines for extracting requested information  
 from database systems

•	 compiling detailed reports using data reporting tools such as crystal Reports,  
 and making recommendations based on their findings

•	 Working in partnership with business analysts, data architects and database  
 developers to build data transactional and warehousing systems 

data architect

candidates for data architect positions require a high level of analytical and creative 
skills, along with in-depth knowledge of data systems and database methodology, design 
and modelling. They must be able to communicate effectively to plan and coordinate 
data resources. Working knowledge of network management, distributed databases 
and processing, application architecture, and performance management is highly valued. 
employers generally seek a bachelor’s degree in computer science or a related field, as well 
as experience with oracle, Microsoft sQl server or other databases in various operating 
system environments such as unix, linux, solaris and Microsoft Windows.

 typical duties include:

•	 understanding and evaluating business requirements and translating them  
 into specific database solutions

•	 creating data design models, database architecture and data repository design

•	 Working with the systems and database administration staff to implement,  
 coordinate and maintain enterprise-wide data architecture

•	 Providing leadership in establishing and documenting data standards

•	 creating and testing database prototypes

data Modeller

Data modellers must possess excellent data analysis and problem-solving skills, and be able 
to both communicate effectively and work as part of a team. employers normally request 
a bachelor’s degree in computer science, IT or mathematics in addition to several years of 
relevant data management experience. candidates should be familiar with data modelling 
tools and methodologies and be knowledgeable in database system applications, stored 
procedures and data warehousing.

 typical duties include:

•	 Analysing organisational data requirements and creating logical and physical  
 models of data flow

•	 Interviewing key project stakeholders, documenting findings and making  
 detailed recommendations

•	 Working with database administrators and reporting teams to ensure the  
 availability of standard and ad hoc data reporting in a production environment

•	 Addressing data quality issues with clients and management 

DATA/DATAbAse  
ADMInIsTRATIon
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data Warehouse Manager

The data warehouse manager role requires an in-depth background in database theory and 
practice combined with hands-on experience in data warehousing technology. Managers 
should have excellent analytical abilities as well as project management experience. 
Proficiency in warehousing tools and architecture is a must, as is technical proficiency in 
database languages and applications such as oracle, Microsoft sQl server and IbM Db2. A 
bachelor’s degree in computer science or the equivalent, five or more years of experience in 
a data warehousing environment and three or more years in technical personnel management 
are typical prerequisites.  

 typical duties include:

•	 Designing, developing and maintaining data warehouses and data mart systems

•	 Working with database developers, administrators and managers to ensure that  
 data systems conform to enterprise data architecture and strategy

•	 Developing and implementing strategies for gathering data from operational  
 databases as well as third-party vendors to include in the warehouse

•	 Providing leadership in managing technical resources as well as staff

data Warehouse analyst

Data warehouse analysts must have excellent research, analysis and problem-solving skills, 
as well as good oral and written communication abilities. A bachelor’s degree in computer 
science or a related field, extensive knowledge of relational database theory and three to five 
years of work experience in database systems are typical employee prerequisites. employers 
also seek candidates with experience of data modeling and architecture. A professional 
certification in a database application such as Microsoft sQl server or oracle is also valuable.

 typical duties include:

•	 collecting, analysing, mining and leveraging data stored in data warehouses

•	 Researching and recommending technology solutions related to data storage,  
 reporting, importing and other areas 

•	 Working with business analysts to translate data requirements into logical data models

•	 Defining user interfaces for interacting with data warehouses and data marts

business intelligence analyst

candidates for business intelligence analyst positions need a strong background in all 
aspects of database technology with an emphasis on the use of analytical and reporting tools. 
employers seek a bachelor’s degree in computer science, information systems or engineering 
as well as several years of experience with database queries, stored procedure writing, and 
olAP and data cube technology. excellent written and oral skills are a must.

 typical duties include:

•	 Designing and developing enterprise-wide data analysis and reporting solutions

•	 Reviewing and analysing data from multiple internal and external sources 

•	 communicating analysis results and making recommendations to  
 senior management

•	 Developing data cleansing rules

DATA/DATAbAse  
ADMInIsTRATIon
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senior Web developer

companies hiring senior web developers seek individuals with extensive experience in all 
phases of the web application development life cycle, as well as an excellent understanding 
of customer needs and business strategy. candidates should have expertise in developing 
multiplatform, distributed applications and object-oriented programming. In addition, they 
should be adept at working in a team and mentoring junior colleagues. sample code and web 
links to sample work are often requested. employers normally seek a bachelor’s degree in 
computer science, electrical engineering or a related field, plus a minimum of five years of 
experience working with a mix of web technologies such as AJAX, Adobe flash, Javascript, 
soAP and HTMl/DHTMl.

 typical duties include:

•	 Providing creative vision and managing the planning and implementation of  
 web-based applications 

•	 coordinating and communicating cross-functional activities between product  
 development, marketing, product management and other teams in bringing new  
 applications online 

•	 Diagnosing and fixing bugs found by quality assurance testers

•	 overseeing application coding and providing technical expertise and mentoring  
 to other developers

•	 Increasing online exposure through search engine optimisation best practices 

Web developer

Web developers should have in-depth knowledge of Internet protocols and applications in 
addition to a solid understanding of business strategy. They need strong communication 
skills and the ability to work both individually and as part of a team. employers typically seek 
individuals with a bachelor’s degree in computer science or a related field, plus at least several 
years of web-related experience. Work experience can sometimes be substituted for the 
educational requirement. sample code and web links to sample work are often requested. 
candidates should be well versed in web technologies and tools such as AJAX, AsP, 
coldfusion, Javascript, soAP, HTMl/DHTMl, lAMP and others.

 typical duties include:

•	 Gathering business requirements and developing specifications for web-based  
 applications 

•	 Providing technical assistance to web administrators

•	 Integrating websites with back-end systems such as databases

•	 Writing test plans and test results

InTeRneT AnD e-coMMeRce

Web administrator

candidates for web administrator positions need a thorough understanding of web technology 
and the Internet. They should be experienced in working with firewalls, intranets, domain 
name services, servers, and the related hardware and software required to administer a 
website. familiarity with web services, TcP/IP, fTP, HTTP and HTTPs, lDAP and similar 
Internet protocols is also required. A bachelor’s degree in a computer-related field and at 
least two to three years of experience in a web administration role are standard requirements, 
although additional experience in web-related positions may sometimes be substituted for 
formal education. In addition, web administrators should have excellent communication and 
customer-service skills and the ability to work well in a team.

 typical duties include:

•	 Installing, customising, updating and maintaining corporate internal and external  
 web pages and sites

•	 creating and analysing reports on web activity, number of hits, traffic patterns  
 and similar performance metrics

•	 Monitoring customer feedback and responding to enquiries

•	 Recommending network, server and related equipment, and software upgrades and  
 improvements 
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Web designer

Web designers must be creative and possess excellent design and conceptual skills combined 
with in-depth knowledge of the technology and software applications used to create web 
pages. They need to be familiar with HTMl, XHTMl, XMl, JsP, css, PHP, AJAX and similar 
web protocols as well as the following Adobe web page and design applications: Photoshop, 
Illustrator, Acrobat, Dreamweaver and flash. The ability to multitask and adapt to changing 
priorities and new technologies also is essential. employers may require a bachelor’s degree 
in fine arts, graphic design or communications, but often are more interested in three or more 
years of design and production experience and a strong portfolio of web designs.

 typical duties include:

•	 Working with design teams, marketing staff and developers to create  
 a consistent and compelling visual style for a company’s website

•	 Designing and formatting web pages

•	 Testing and troubleshooting web page features

•	 creating artwork to appear on web pages

electronic data interchange (edi) specialist

eDI specialists should have a solid background in information systems technology and 
working knowledge of data communication protocols. They must be detail oriented with 
excellent problem-solving skills and the ability to work independently. A bachelor’s degree in 
computer science or a related discipline is normally required. In addition, employers typically 
look for several years of IT-related experience, plus three or more years with eDI system 
administration, design, analysis and development.

 typical duties include:

•	 Implementing and monitoring eDI systems, including data mapping,  
 translation and interface

•	 coordinating relations with and serving as liaison to internal users, vendors  
 and other external partners with respect to data interchange standards

•	 Performing system testing and quality control checks

•	 Developing and maintaining eDI documentation

e-commerce analyst

e-commerce analysts must possess a strong background in Internet technologies along with 
excellent communication, interpersonal, analytical and problem-solving skills. They also should 
be familiar with business and marketing concepts and comfortable making recommendations 
based on strong attention to detail and strategic thinking. employers typically seek a 
bachelor’s degree in business, computer science, marketing, economics or a related field, 
plus a minimum of three years of professional IT experience, including work in web-related 
functions.

 typical duties include:

•	 Analysing business and user requirements and making recommendations regarding  
 the design and development of web-based e-commerce solutions

•	 coordinating work with web designers and other technical specialists for the  
 implementation of e-commerce websites

•	 Training and mentoring colleagues on Internet strategy and best practices

•	 Testing and evaluating e-commerce site performance and monitoring site analytics

Messaging administrator

Messaging administrators must be detail oriented with excellent problem-solving, communication 
and documentation skills. They should have hands-on experience working with the hardware 
and software components of messaging systems such as Microsoft exchange, outlook, 
Active Directory and lotus notes, plus blackberry and other handheld devices, and a strong 
understanding of virus protection. Messaging administrators must be comfortable in a fast-
paced environment with rapidly changing technology. A bachelor’s degree in computer science, 
computer information systems or a related field, plus two to three or more years of experience 
working with the messaging systems used by the employer are standard requirements. 

 typical duties include:

•	 Implementing, administering and maintaining e-mail and groupware systems,  
 including associated servers, operating systems, and backup and recovery programs

•	 Troubleshooting and fixing system problems and service requests, and providing  
 high-level technical support for unresolved helpdesk issues

•	 formulating and documenting standard procedures for messaging system  
 administration

•	 Identifying areas for enterprise-wide system improvements and upgrades,  
 including trending analysis and capacity planning

•	 Planning, documenting and testing appropriate messaging-related disaster  
 recovery and/or business continuity systems

InTeRneT AnD e-coMMeRce
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network architect

Individuals pursuing this position need an extensive background in all aspects of networking 
technology. They must possess excellent written and oral communication skills along with 
strong interpersonal and leadership abilities. employers generally seek a bachelor’s degree in 
a computer-related field along with at least seven years of experience with network operating 
systems such as cisco, novell and Windows server. network architects should also have 
experience working with routers, switches, cabling and other essential network hardware. A 
networking certification from sources such as cisco, Microsoft or novell also is highly valued. 

 typical duties include:

•	 Assessing business and applications requirements for corporate data  
 and voice networks

•	 Planning, designing and upgrading network installation projects

•	 establishing and maintaining backup, version control and viral defense systems

•	 Troubleshooting network architecture and making recommendations for system  
 fixes and enhancements

•	 Making recommendations for leveraging network installations and reducing  
 operational costs

network Manager

companies hiring network managers seek candidates who have experience working with data 
and voice networking, along with excellent operational knowledge of network hardware and 
software. In addition, network managers need outstanding interpersonal, management, and 
oral and written communication skills, as well as the ability to multitask. employers look for 
10 or more years of experience in a networking environment combined with at least several 
years of experience managing technical personnel. A Microsoft, cisco or similar professional 
certification also is valuable.

 typical duties include:

•	 Directing day-to-day operations and maintenance of the firm’s networking  
 technology

•	 collaborating with network engineers, architects and other team members on  
 the implementation, testing, deployment and integration of network systems

•	 Providing reports to IT management regarding network system performance,  
 use and compliance 

•	 Managing and mentoring a staff of network technicians

neTWoRkInG/ 
TelecoMMunIcATIons

network engineer

network engineers must be detail oriented and have in-depth knowledge of networking 
hardware and software. A bachelor’s degree in computer science or electrical engineering 
and five or more years of experience in areas such as network design and implementation, 
lAn/WAn interfacing, security, Internet protocols and TcP/IP, and server and network 
infrastructure are typical job requirements. A professional certification, such as the cisco 
certified Internetwork expert (ccIe), is also highly desirable.

 typical duties include:

•	 engineering enterprise data, voice and video networks 

•	 establishing and operating network test facilities

•	 Maintaining a secure transfer of data to multiple locations via internal  
 and external networks

•	 Working with vendors, clients, carriers and technical staff on network  
 implementation, optimisation and ongoing management

•	 Providing high-level support and technical expertise in networking  
 technology, including lAn/WAn hardware, hubs, bridges and routers

Wireless network engineer

candidates for the position of wireless network engineer need strong analytical and problem-
solving skills, and must be knowledgeable about all aspects of network technology. A 
background in wireless equipment, standards, protocols and WlAn design is considered 
ideal. candidates also must be effective communicators to collaborate successfully with 
network technicians, vendors and managers. employers typically look for a bachelor’s degree 
in computer science, engineering or a related field (or equivalent work experience) plus five or 
more years in lAn/WAn engineering and design work, including several years specialising in 
wireless technologies such as Wifi, WiMax and WAP. Professional certifications such as the 
certified Wireless network Professional (cWnP) also are valuable.

 typical duties include:

•	 Researching, designing and implementing wireless networks, including all   
 engineering specifications and resource requirements for network hardware and software

•	 Making recommendations for wireless network optimisation, additions and   
 upgrades to meet business requirements

•	 conducting and documenting Rf (radio frequency) coverage and site surveys

•	 Documenting network infrastructure and design



   27   •   robert half technology      glossary of job descriptions for technology   •   28

network administrator

network administrators need solid technical skills and experience with a variety of network 
protocols, software and hardware involved in lAn and WAn operations. The position requires 
strong troubleshooting, analytic and diagnostic skills along with good communication abilities. 
In addition, firms may require the individual to be on call 24/7 in case of network failures 
or emergencies. While some employers prefer a bachelor’s degree in computer science 
or information systems, five or more years of work experience as well as professional 
certifications offered by Microsoft, cisco and others often can be substituted.

 typical duties include:

•	 Administering the operation of all lAn/WAn-related network services  
 according to company policies and procedures

•	 coordinating and implementing network software and hardware upgrades

•	 Troubleshooting and resolving lAn/WAn performance, connectivity and  
 related network problems

•	 Administering lAn/WAn security, antivirus and spam control measures

pre-sales engineer/technical sales engineer

candidates seeking a position as a pre-sales/technical sales engineer need proven technology 
skills, combined with outstanding interpersonal and teamwork abilities. They should possess 
strong written and verbal communication skills, attention to detail, and analytical and problem-
solving capabilities. A positive, service-oriented personality is required as these individuals will 
often meet with clients or potential clients as part of the sales team. Many positions require 
a substantial amount of travel. employers generally seek a bachelor’s degree or equivalent 
combination of education and work experience in engineering, information systems or 
business administration, depending on the product or service being sold. five years of industry 
experience, including two or more years in sales engineering or consulting work, are typically 
required.

 typical duties include:

•	 collaborating as a member of a sales support or account team by participating  
 in customer presentations as the technical expert 

•	 Determining technical requirements to meet client goals and acting as the liaison  
 between the firm’s sales/business development and engineering groups

•	 Responding to RfIs (requests for information) or RfPs (requests for proposals)  
 from current or potential customers with technical details of proposed solutions

•	 coordinating the transition between pre-sales specifications and implementation  
 engineering on awarding of contracts

telecommunications Manager

Telecommunications managers should have an extensive background in telecommunications 
practice, including hands-on experience with associated hardware and software. They should 
have excellent communication, staff management, problem-solving and organisational abilities. 
employers generally seek a bachelor’s degree in a related field along with a minimum of five 
years of telecommunications experience plus two or more years as a supervisor or manager.

 typical duties include:

•	 overseeing a team of analysts and technicians who support a firm’s   
 telecommunications infrastructure

•	 Managing the telecommunications budget and analysing expenditures for cost  
 containment

•	 evaluating equipment vendors, building relationships with service providers, and  
 coordinating equipment installation, relocation and removal

•	 Researching and making recommendations to IT management related to   
 telecommunications systems upgrades, improvements and long-range strategy

telecommunications specialist

Telecommunications specialists need a detailed understanding of telecommunications theory 
and practice. They should have solid technical skills as well as interpersonal and organisational 
abilities. employers may seek an associate’s degree in electronics or a related field but are 
equally interested in several years of hands-on experience with communications equipment. 
experience working with the specific hardware used in the company’s telecommunications  
system, as well as with cabling and transmission test equipment, is highly valued.

 typical duties include:

•	 Installing, configuring and maintaining voice, data and video equipment

•	 Installing and testing cabling 

•	 Investigating and resolving trouble ticket items; making necessary  
 equipment repairs

•	 Resolving circuit issues

•	 Maintaining system logs and records

neTWoRkInG/  
TelecoMMunIcATIons
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Manager

An in-depth background in computer operations combined with supervisory experience is 
required for the position of operations manager. Managers should have excellent planning, 
project management and problem-solving skills, along with superior communication and 
interpersonal abilities. A bachelor’s degree in a computer-related field or equivalent work 
experience is a standard requirement. firms normally seek a minimum of five years of 
operations experience with three or more years of managing technical personnel.

 typical duties include:

•	 Directing and managing the daily activities of the computer operations department

•	 supervising a staff of computer operators and other technicians, assigning their  
 duties and preparing performance reviews

•	 Analysing system malfunctions or technical problems and resolving these to ensure  
 uninterrupted operations

•	 coordinating operations information and activities with other IT managers

computer operator

computer operators need to be detail-oriented team players with good analytical and 
troubleshooting skills. candidates also must possess the ability to multitask. They should 
have a strong service orientation and be able to maintain a flexible work schedule. 
employers seek candidates with a good working knowledge of the hardware and operating 
system environment used by their firm. A formal post-secondary education often is less 
critical than several years of related work experience, although system certification is a 
valuable asset.

 typical duties include:

•	 operating and monitoring mainframe computer equipment and peripherals

•	 Performing system backups

•	 Identifying equipment problems and initiating corrective action

•	 keeping required logs and system records according to departmental procedures

oPeRATIons

Mainframe systems programmer

systems programmers must possess experience with mainframe computer programming 
languages and applications development. They should be analytical problem solvers with 
good communication and organisational skills and have the ability to work individually and 
as part of a technical team. Typical requirements include a bachelor’s degree in computer 
science or a related field, plus three to five years of work experience in developing complex 
systems in a mainframe environment. Additional work experience can sometimes be 
substituted for the educational requirement.

 typical duties include:

•	 Designing logic, writing code, testing and debugging mainframe  
 computer applications

•	 Installing and implementing programs and upgrades

•	 Diagnosing and resolving system problems with other technical team members

•	 Documenting procedures for mainframe configuration and operation
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Qa/testing Manager

QA/testing managers have an extensive background in assurance methodologies 
and procedures along with excellent written and oral communication, problem-solving, 
organisational and presentation skills. employers typically look for six or more years of 
experience in QA along with several years of technical managerial experience and a 
bachelor’s degree in information systems, computer science or a related field.

 typical duties include:

•	 Managing a group of quality assurance analysts/testers and directing their work

•	 establishing quality assurance and/or quality control policies in accordance with  
 best practices and defining benchmarks and measures

•	 Preparing budget and staffing plans and recommendations 

•	 ensuring proper coordination and collaboration with technical teams

Qa analyst/tester

candidates for QA analyst/tester positions must have excellent problem-solving skills 
along with keen attention to detail and outstanding written and oral communication abilities. 
A bachelor’s degree in computer science or a related discipline with several years of 
experience in a QA environment are typical requirements, although work experience can 
sometimes be substituted for formal education.

 typical duties include:

•	 Developing and executing software test plans

•	 Identifying and facilitating issue resolution with functional and technical groups

•	 Managing software beta test programs

•	 Documenting test results

QuAlITy AssuRAnce (QA) 
AnD TesTInG

data security analyst

Data security analysts must possess a thorough understanding of all aspects of computer 
and network security, including areas such as firewall administration, encryption technologies 
and network protocols. Analysts need strong oral and written communication, analytical and 
problem-solving skills, as well as excellent judgement and self-motivation. They should be 
able to multitask and work well under pressure. It is important that candidates keep abreast 
of industry security trends and developments, as well as applicable government regulations. 
employers generally seek a bachelor’s degree in a computer-related field along with three to 
five or more years of practical data security experience. A professional certification such as 
the certified Information systems security Professional (cIssP) is also an asset.

 typical duties include:

•	 Performing security audits, risk assessment and analysis

•	 Making recommendations for enhancing data systems security

•	 Researching attempted breaches of data security and rectifying security weaknesses 

•	 formulating security policies and procedures

secuRITy
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systems security administrator

systems security administrators must demonstrate technical knowledge of data systems 
security procedures and familiarity with systems hardware and software. They should 
have good communication skills and the ability to work well in a team. It is important that 
candidates keep abreast of industry security trends and developments, as well as applicable 
government regulations. A bachelor’s degree in computer science or a related field plus 
several years of computer systems and security-related experience are typical requirements 
for the job, although relevant work experience can sometimes be substituted for a university 
degree.

 typical duties include:

•	 creating, modifying and deleting user accounts

•	 Monitoring systems security and responding to security incidents

•	 Participating in security systems testing

•	 ensuring integrity and confidentiality of sensitive data

•	 Preventing and detecting intrusion 

network security administrator

Individuals interested in a network security administrator position need a strong technical 
background, including working knowledge of network management protocols, networking 
architecture, authentication practices and security administration. It is important that 
candidates keep abreast of industry security trends and developments, as well as applicable 
government regulations. They should also have excellent troubleshooting and communication 
skills. employers typically seek a bachelor’s degree in a technical field along with three to six 
years of relevant experience.

 typical duties include:

•	 Implementing network security policies and procedures

•	 Administering and maintaining firewalls

•	 Managing, monitoring and updating virus-prevention systems

•	 Monitoring security advisory groups to ensure all necessary network security  
 updates, patches and preventive measures are in place

•	 Performing intrusion detection analysis

•	 Preventing and detecting intrusion 

information systems security Manager

The position of information systems security manager requires an individual with a strong 
technical background in systems and network security, along with excellent interpersonal and 
leadership abilities. superior analytical and problem-solving skills, as well as excellent written 
and verbal communication skills, are also essential. It is important that candidates keep abreast 
of industry security trends and developments, as well as applicable government regulations. 
employers normally seek a bachelor’s degree in information systems, computer science or a 
related discipline (or an equivalent combination of education and experience) along with five 
or more years of systems and network security experience. one or more years of managerial 
experience may also be required. Industry certifications such as the certified Information 
systems security Professional (cIssP) or the compTIA security+ also are commonly sought by 
employers.

 typical duties include:

•	 Providing leadership, guidance and training to information systems security personnel 

•	 Reviewing, implementing, updating and documenting company-wide information  
 security policies and procedures

•	 Managing security audits, vulnerability and threat assessments and directing  
 responses to network or system intrusions

•	 ensuring fulfilment of legal and contractual information security and privacy mandates,  
 including providing executive management with compliance reports and audit findings

•	 Preventing and detecting intrusion 

secuRITy
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product Manager

Product managers need a blend of business and marketing talent combined with technical 
knowledge. They should have excellent communication skills, including the ability to deal 
effectively with both technical staff and business/sales professionals, as well as a capacity  
for seeing the big picture in terms of product life cycle. Requirements include a bachelor’s 
degree in computer science or business, plus five or more years of experience in software  
product management. for some positions, an MbA is highly desirable.

 typical duties include:

•	 coordinating work with software engineers and developers to define  
 product requirements

•	 Working with sales and marketing to define customer needs, market potential,  
 competitive analysis and marketing strategy

•	 Writing product information materials to brief sales personnel on product  
 features and benefits

•	 Assisting with trade show presentations of the product

software engineer

candidates for a software engineer position should have broad information systems 
experience. They should be adept at working in a team and possess excellent communication 
and problem-solving skills. Most jobs require a minimum of a bachelor’s degree in computer 
science, electrical engineering, computer engineering or a related discipline. several years’ 
experience in specific programming languages, such as c#/c++, Java or Visual basic .neT, 
depending on what the employer is using, is also valuable.

 typical duties include:

•	 Designing and creating engineering specifications for software programs 
 and applications

•	 Working with quality assurance to develop software test plans

•	 collaborating with hardware engineers to assess and test hardware  
 and software interaction

•	 Implementing a specific development methodology 

•	 Documenting software specifications

sofTWARe DeVeloPMenT

software developer

software developers need to be detail oriented and have excellent problem-solving and 
analytical abilities. They should have good communication skills and be able to work both 
independently and as part of a development team. employers normally require a bachelor’s 
degree in computer science or a similar field but may accept a two-year technical degree if 
combined with several years of practical experience. equally important are programming skills 
in languages and frameworks such as c#/c++, HTMl, Java/Java enterprise edition/J2ee, 
Microsoft .neT and sQl server. A minimum of two to three years of programming experience 
is a typical requirement. complex projects may call for additional years of demonstrated 
achievement.

 typical duties include:

•	 coding, testing and debugging programs according to computer engineering  
 specifications

•	 Modifying, expanding and updating applications

•	 communicating with a team that includes analysts, engineers and quality assurance  
 testers in order to coordinate and document application development and testing

•	 Developing software prototypes
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Manager

Managers of technical support services need extensive experience with supported software 
and hardware, as well as excellent interpersonal, business management and customer-service 
skills. The position also requires strong leadership skills. employers typically seek a bachelor’s 
degree in information systems or a related discipline with at least five years of operations and 
support experience, plus three or more years in a managerial role. Professional certifications 
such as the Microsoft certified systems engineer (Mcse), HDI support centre Manager 
certification or experience with the Information Technology Infrastructure library (ITIl) also are 
valuable.

typical duties include:

•	 Managing the daily operations of a firm’s helpdesk and support services

•	 Managing staff, including hiring, training, scheduling work assignments  
 and conducting evaluations

•	 Monitoring response times, evaluating user satisfaction levels and  
 recommending improvement

•	 evaluating and managing technical support systems hardware and software  
 and recommending upgrades or changes 

•	 negotiating, writing and reporting on internal and external service level agreements

desktop support analyst

candidates for a desktop support analyst position should have extensive experience with 
desktop hardware, software applications, operating systems and network connectivity. They 
must be customer service oriented and proactive in anticipating and resolving problems while 
maximising efficient use of computing resources. A bachelor’s degree in a computer-related 
field and three to five years of experience installing and supporting Pc and laptop hardware 
and software are standard requirements, although some employers are willing to substitute 
work experience for formal education. Additional requirements may include professional 
certifications from entities such as HDI (Desktop support Technician or support centre 
Analyst), compTIA or Microsoft (Microsoft certified Professional or Microsoft certified systems 
Administrator).

 typical duties include:

•	 Maintaining an inventory of installed software, managing software licensing,  
 and creating policies and procedures for upgrades 

•	 Working with hardware and software vendors to verify timely product delivery  
 and ensuring that new equipment is installed and ready to operate on schedule

•	 Analysing and recommending hardware and software standardisation

•	 creating user accounts and managing access control based on company policies

TecHnIcAl seRVIces, HelPDesk 
AnD TecHnIcAl suPPoRT

systems administrator

systems administrators should possess strong problem-solving, analytical and communication skills 
in addition to in-depth technical knowledge of the employer’s systems hardware and software. 
employer requirements vary depending on system complexity, the types of operating and network 
systems being supported and the size of the organisation. While some employers require a 
bachelor’s degree in computer science or a related field, others may accept an associate’s degree 
or technical training certificate. Three to five years of experience working with the specific types 
of hardware and software systems used by the company are generally required. Professional 
certifications such as the Microsoft certified systems Administrator (McsA), Microsoft certified 
systems engineer (Mcse) or the sun certified system Administrator (scsA) may be commonly 
sought by employers.

 typical duties include:

•	 Installing operating system software, patches and upgrades

•	 Analysing, troubleshooting and resolving system hardware, software and  
 networking issues

•	 configuring, optimising, fine-tuning and monitoring operating system  
 software and servers

•	 Performing system backups and recovery

•	 conducting server builds

systems engineer

In addition to in-depth technical knowledge of the employer’s software and hardware, 
systems engineers need advanced analytical, troubleshooting and design skills. The ability to 
communicate with technical and non-technical users is also essential. employers may require 
extensive knowledge of the development process, including specification, documentation and 
quality assurance. because of the broad range of demands systems engineers must meet, 
candidates who have demonstrated strong project-planning skills often hold an advantage. 
employers generally prefer candidates with five or more years of experience working with the 
specified hardware and software systems and a bachelor’s degree or equivalent experience.

typical duties include:

•	 Developing, maintaining and supporting technical infrastructure, hardware and  
 system software components 

•	 Performing installation, maintenance and support of system software/hardware and  
 user support

•	 configuring, debugging and supporting multiple infrastructure platforms

•	 Performing high-level root cause analysis for service interruption recovery and  
 creating preventive measures



   39   •   robert half technology      glossary of job descriptions for technology   •   40

helpdesk (tiers 1, 2 and 3)

All help desk personnel need excellent problem-solving, communication and interpersonal 
skills, along with patience, a positive, customer-friendly attitude and the ability to work in a 
team. In addition, they should have a strong technical understanding of the various hardware, 
software and networking systems being supported. employer requirements depend on the 
helpdesk position level. Tier 1, an entry-level position, normally requires less than two years 
of work experience and may require an associate’s degree or completion of coursework 
at a technical college or university. Tier 2 positions typically require two to four years of 
work experience and may require a bachelor’s degree or a two-year degree and additional, 
equivalent work experience in a helpdesk setting. Tier 3 positions often require four or more 
years of helpdesk experience, a bachelor’s degree in computer science or a related field and/
or professional certification, such as HDI customer service Representative or support centre 
Analyst or the Microsoft certified systems engineer (Mcse) designation.

typical duties include:

tier 1

•	 Taking initial telephone or e-mail enquiries and troubleshooting and managing  
 relatively simple hardware, software or network problems that can be resolved  
 in five minutes or less

•	 Recognising and escalating more difficult problems to Tier 2 support

•	 logging call activity

tier 2

•	 Resolving more complex issues requiring detailed systems and applications  
 knowledge; these issues have been escalated from Tier 1 support and may  
 require five to 15 minutes to settle

•	 using judgement and making the decision to generate a trouble or work order  
 ticket for issues that cannot be resolved via telephone or e-mail and will require  
 an on-site visit to the user’s Pc or workstation

tier 3

•	 Researching and resolving the most difficult and complex problems that other  
 helpdesk levels have been unable to resolve

•	 Analysing and identifying trends in issue reporting and devising preventive solutions

•	 Mentoring other helpdesk personnel on hardware and software problem analysis  
 and resolution

instructor/trainer

candidates for an instructor/trainer position require a combination of in-depth subject-matter 
expertise plus excellent communication and presentation skills. They must be able to explain 
sometimes difficult technical material clearly and patiently to students of varying levels of 
proficiency. candidates should be outgoing and comfortable working with diverse groups of 
people while maintaining professionalism at all times. A bachelor’s degree in a related subject 
area may be preferred by some employers. breadth of technical knowledge and one to five or 
more years of training experience are also required. certification, such as a Microsoft certified 
Trainer (McT) designation, can also be useful. 

typical duties include:

•	 Determining training objectives and developing a course curriculum

•	 creating course materials, handouts, instructional aids, audio visual  
 materials and similar teaching aids

•	 conducting classroom training 

•	 Testing and evaluating student performance

pc technician

Pc technicians need excellent problem-solving and customer-service skills, as well as 
thorough knowledge of Pc hardware, software and network connections. employers look 
for relevant training, which may include an associate’s degree or completion of coursework 
through a technical college, as well as hands-on experience working with Pc hardware and 
software. one to five years of experience may be required depending on the complexity of the 
position. Professional certification, such as the compTIA IT Technician or Microsoft certified 
Professional (McP) designation, also provide important skills validation and may be required.

 typical duties include:

•	 Installing, configuring and maintaining desktop and laptop Pcs and peripherals  
 such as printers

•	 Installing and configuring application and operating system software and upgrades

•	 Troubleshooting and repairing hardware and network connectivity issues

•	 Removing old equipment and performing data migration to new machines

TecHnIcAl seRVIces, HelPDesk 
AnD TecHnIcAl suPPoRT
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business continuity analyst

Individuals interested in a business continuity analyst position need excellent analytical, 
organisational, communication and documentation skills. A background in project management 
and/or business or systems analysis, and in-depth knowledge of a business sector, such 
as finance or securities, is considered ideal. employers typically seek five or more years of 
experience in IT-related positions along with several years of business continuity planning 
experience. A minimum of a bachelor’s degree in computer science or a related field is a 
standard requirement.

 typical duties include:

•	 Analysing critical business functions and defining the scope and effect  
 of disaster scenarios

•	 Designing, planning and implementing an enterprise-wide business  
 continuity plan

•	 Analysing existing systems and recommending redundant, fault-tolerant  
 solutions to ensure business continuity and duplication of all critical data 

•	 Devising, scheduling and implementing business continuity tests and  
 analyzing results

•	 Documenting business continuity and business continuity procedures, and  
 making presentations and recommendations to senior management

•	 ensuring that the firm and its data systems comply with regulations such as the  
 sarbanes-oxley, basel II, Insolvency II compliance and similar regulations.

TecHnIcAl seRVIces, HelPDesk 
AnD TecHnIcAl suPPoRT

THe VAlue of  
ceRTIfIcATIons

for managers hiring technology professionals, certification is important. but how much value 
should be placed on it? The answer isn’t always clear and frequently depends on the needs of 
the technology department.

the certification advantage

certification provides an employer clear evidence of an individual’s familiarity with a 
particular technology or practice. certification also shows initiative on the part of the 
applicant because the individual has invested the extra effort to obtain it. In addition, 
some employers view certification as essential to a lifelong learning process.

the role of experience

certification is of greatest value when it is accompanied by practical work 
experience. for example, a job candidate who possesses a Microsoft certified 
Database Administrator designation is highly marketable, but one who has spent five 
years working with Microsoft systems and has a track record of completing projects 
on time and under budget is eminently more desirable to prospective employers 
than someone who has a certification but no experience. Therefore, employers 
should hire IT professionals whose certifications reflect their skills and interests and 
reinforce their experience.

IT managers want to hire individuals with a track record of successful projects. 
consequently, they seek candidates who not only possess the right technological 
skills but also know how to put those skills to practical use to deliver timely,  
quality results.

The following pages list common technology certifications for various job categories. 
you can use this information to assess job candidates or help develop the skills of your 
current technology team. certification titles are subject to change, so please check with the 
administering organisation for more information.
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applications/
software 
development

IbM certified Application Developer (cAD)
Microsoft certified Applications Developer (McAD)
Microsoft certified Application specialist (McAs)
Microsoft certified IT Professional (McITP)
Microsoft certified Professional Developer (McPD) 
Microsoft certified Technology specialist (McTs) 
Microsoft certified solution Developer (McsD)
sun certified business component Developer (scbcD)
sun certified Developer for Java Web services (scDJWs)
sun certified Java Associate (scJA)
sun certified Java Developer (scJD)
sun certified Java Programmer (scJP)
sun certified Mobile Application Developer (scMAD) 
sun certified Web component Developer (scWcD) 

data/database
administration

Adobe certified Associate (AcA)
Adobe certified expert (Ace)
certified MysQl Associate (cMA)
certified MysQl Database Administrator (cMDbA)
certified MysQl Developer (cMDeV) 
Microsoft certified Architect (McA)
Microsoft certified Database Administrator (McDbA)
Microsoft certified IT Professional (McITP) 
Microsoft certified Master (McM)
Microsoft certified Technology specialist (McTs) 
oracle 10g Database Administrator certified Associate 
oracle 10g Database Administrator certified Professional 
oracle certified Associate (ocA)
oracle certified Professional (ocP)
oracle Pl/sQl Developer certified Professional
Red Hat certified Datacentre specialist (RHcDs)

internet and 
e-commerce

certified Internet Webmaster (cIW)
Microsoft certified Technology specialist (McTs)
oracle 9i Web Administrator certified Associate
oracle 9i forms Developer certified Professional
sun certified Web component Developer (scWcD)
ZenD certified engineer (Zce)

common technology certifications

networking/
telecommunications

certified Wireless network Professional (cWnP)
cisco certified Design Associate (ccDA) 
cisco certified Design Professional (ccDP)
cisco certified entry networking Technician (ccenT)
cisco certified Internetwork expert (ccIe)
cisco certified Internetwork Professional (ccIP)
cisco certified network Associate (ccnA)
cisco certified network Professional (ccnP)
cisco certified Voice Professional (ccVP)
compTIA convergence-unified communications
compTIA network+ 

project Management certified Associate in Project Management (cAPM)
certified business Analysis Professional (cbAP)
compTIA Project+ 
Information systems Professional (IsP) 
Information Technology certified Professional (ITcP)
Project Management Professional (PMP) 

Quality assurance 
(Qa) and testing

certified software business Analyst (csbA)
certified software Process engineer (csPe)
certified Quantitative software Process engineer 
(cQsPe) 
certified software Tester (csTe)
certified Internet Webmaster (cIW)
certified software Test Analyst Program (csTA)
Microsoft certified Technology specialist (McTs)
oracle 9i Web Administrator certified Associate
oracle 9i forms Developer certified Professional
sun certified Web component Developer (scWcD)
ZenD certified engineer (Zce)

THe VAlue of  
ceRTIfIcATIons

common technology certifications

 job category job title/certification   job category job title/certification  
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security Associate business continuity Professional (AbcP)
certified business continuity Professional (cbcP)
certified business Resilience Manager (cbRM)
certified ethical Hacker (ceH) 
certified Information systems security Professional (cIssP)
certified Information security Manager (cIsM) 
certified Information systems Auditor (cIsA) 
cisco certified security Professional (ccsP)
compTIA security+
ec-council certified security Analyst (ecsA) 
ec-council computer Hacking forensic Investigator (ceH)
Red Hat certified security specialist (RHcss)
security certified network Architect (scnA)
security certified network Professional (scnP)
security certified network specialist (scns)
systems security certified Practitioner (sscP)

systems
administration

Apple certified system Administrator (AcsA)
certified novell engineer (cne)
citrix certified Administrator (ccA)
citrix certified enterprise Administrator (cceA)
compTIA network+ 
compTIA server+ 
Master certified novell engineer (Mcne)
netWare certified novell Administrator (cnA) 
Microsoft certified IT Professional (McITP)
Microsoft certified Professional (McP)
Microsoft certified systems Administrator (McsA)
Microsoft certified systems engineer (Mcse)
Microsoft certified Technology specialist (McTs)
Red Hat certified Architect (RHcA)
Red Hat certified Virtualisation Administrator (RHcVA)
Red Hat certified engineer (RHce)
Red Hat Jboss certified Application Administrator 
(JbcAA) 
solaris sun certified network Administrator (scnA)
sun certified system Administrator (scsA)
VMware certified Design expert (VcDX)  
VMware certified Professional (VcP)

common technology certifications

technical services,
helpdesk and
technical support

Apple certified support Professional (AcsP)
compTIA IT Technician
compTIA Remote support Technician
HDI customer service Representative
HDI Desktop support Technician
HDI knowledge-centred support Principles
HDI support centre Analyst
HDI support centre Director
HDI support centre Manager
HDI support centre Team lead
ITIl
Microsoft certified Desktop support Technician (McDsT)
Microsoft certified IT Professional (McITP) 
Microsoft certified Professional (McP)
Microsoft certified Trainer (McT) 
Microsoft certified systems Administrator (McsA)
Microsoft certified systems engineer (Mcse) 
Microsoft certified Technology specialist (McTs)
Red Hat certified Technician (RHcT)

free and discounted training to prepare for certification
Robert Half Technology understands the need for continuous education to keep pace with 
the rapid changes in technology. That’s why we are pleased to offer our registered candi-
dates a free online training programme and access to world-class tools to enhance their 
skills and earn certifications on the latest technology.

•	our free online training programme with skillsoft is available to candidates once they have 
fully registered with Robert Half Technology and have received a login and password from a 
Robert Half Technology recruitment consultant. our programme includes access 24 hours 
a day, 7 days a week to over 8,000 online courses from Microsoft, oracle, cisco and other 
technology leaders.

common technology certifications

 job category job title/certification  

THe VAlue of  
ceRTIfIcATIons

 job category job title/certification  
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WoRkInG WITH RobeRT HAlf 
TecHnoloGy

Robert Half Technology is a leading provider of highly skilled technology professionals on a 
contract and permanent basis. businesses of all sizes and in nearly every industry call on us to 
find the staff needed to help grow their operations.

Robert Half Technology offers benefits to the businesses we serve: 

We have the best reputation in the staffing business. our company once again was listed 
on foRTune® magazine’s “World’s Most Admired companies”. (March 18, 2013). nine out of 
10 of our clients and candidates say they would recommend us to their colleagues.

We custom match professionals to your needs. With more than 100 offices worldwide, 
we can leverage the size and strength of our team to find experienced professionals for your 
projects. our in-person interviews, technical skills evaluations and selected reference checks 
allow us to custom match highly skilled candidates to your business needs.

We can fill your needs fast. In periods of rapid change, you need to be able to respond 
quickly to workload fluctuations. our candidate database includes more than 900,000 highly 
skilled IT professionals, and many of the candidates we represent are available to start working 
immediately.

We represent highly skilled candidates. experienced professionals want to work with 
Robert Half Technology because we are committed to advancing their careers and offer free 
access to thousands of online training courses.

InDeX of PosITIons

Applications Architect ............................................................................................................................................................................7

business continuity Analyst ........................................................................................................................................................... 41

business Intelligence Analyst .......................................................................................................................................................20

business systems Analyst .................................................................................................................................................................8

chief Information officer (cIo) .....................................................................................................................................................3

chief security officer (cso) ...........................................................................................................................................................4

chief Technology officer (cTo) ....................................................................................................................................................3

computer operator ................................................................................................................................................................................29

customer Relationship Management (cRM) business Analyst .........................................................................8

customer Relationship Management (cRM) Technical Developer .................................................................9

Data Analyst/Report Writer ............................................................................................................................................................ 17

Data Architect ............................................................................................................................................................................................. 18

Data Modeller ............................................................................................................................................................................................. 18

Data security Analyst ...........................................................................................................................................................................32

Data Warehouse Analyst ................................................................................................................................................................... 19

Data Warehouse Manager ............................................................................................................................................................... 19

Database Administrator ...................................................................................................................................................................... 17

Database Developer .............................................................................................................................................................................. 16

Database Manager ................................................................................................................................................................................. 16

Desktop support Analyst ..................................................................................................................................................................37

Developer/Programmer Analyst ...................................................................................................................................................9

Development Manager ..........................................................................................................................................................................6

Director (consulting and systems Integration) .............................................................................................................. 13

e-commerce Analyst ...........................................................................................................................................................................24

electronic Data Interchange (eDI) specialist ..................................................................................................................23

enterprise Resource Planning (eRP) business Analyst .........................................................................................10

enterprise Resource Planning (eRP) Technical/functional Analyst ...........................................................10

enterprise Resource Planning (eRP) Technical Developer ..................................................................................11

Helpdesk (Tiers 1, 2 and 3) ............................................................................................................................................................39

Information systems security Manager ................................................................................................................................34
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InDeX of PosITIons

Information Technology Manager .................................................................................................................................................5

Instructor/Trainer .....................................................................................................................................................................................40

IT Auditor (consulting and systems Integration) .......................................................................................................... 15

lead Applications Developer ..........................................................................................................................................................11

Mainframe systems Programmer ..............................................................................................................................................30

Manager (operations) ..........................................................................................................................................................................29

Manager (Technical services, Helpdesk and Technical support) ....................................................................37

Messaging Administrator ..................................................................................................................................................................24

network Administrator ........................................................................................................................................................................27

network Architect ...................................................................................................................................................................................25

network engineer ...................................................................................................................................................................................26

network Manager....................................................................................................................................................................................25

network security Administrator ..................................................................................................................................................33

Pc Technician .............................................................................................................................................................................................40

Practice Manager (consulting and systems Integration) ...................................................................................... 13

Pre-sales engineer/Technical sales engineer ..............................................................................................................27

Project Manager (Applications Development) ...................................................................................................................6

Product Manager (software Development) .......................................................................................................................35

Project Manager/senior consultant (consulting and systems Integration) ......................................... 14

QA Analyst/Tester .................................................................................................................................................................................. 31

QA/Testing Manager ............................................................................................................................................................................ 31

senior IT Auditor (consulting and systems Integration) ........................................................................................ 15

senior Web Developer .........................................................................................................................................................................21

software Developer ...............................................................................................................................................................................36

software engineer ..................................................................................................................................................................................35

staff consultant (consulting and systems Integration) ......................................................................................... 14

systems Administrator ........................................................................................................................................................................38

systems Analyst .........................................................................................................................................................................................7

systems engineer ...................................................................................................................................................................................38

systems security Administrator ..................................................................................................................................................33

Technical Author ....................................................................................................................................................................................... 12

Telecommunications Manager ......................................................................................................................................................28

Telecommunications specialist ....................................................................................................................................................28

Vice President of Information Technology ............................................................................................................................4

Web Administrator ..................................................................................................................................................................................22

Web Designer .............................................................................................................................................................................................23

Web Developer ..........................................................................................................................................................................................21

Wireless network engineer ............................................................................................................................................................26
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